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Analysing Network Traffic and Detecting Network
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As information technologies progress, the possibilities of access to information increase
and therefore it becomes difficult to ensure the security of information. Today, with the
use of information systems in all areas of life, network threats have also increased. The
increase in individual access to and use of the internet has also brought network threats.
In addition, the latest developments in information technologies, developing global
communication networks, the internet of things aiming to connect all objects with
networks, cloud technologies, the spread of mobile internet and the renewal of devices
have brought network threats and uncertainties. Network threats increase the security
vulnerabilities in the information and communication systems of individuals and
organisations day by day. This situation causes systems to malfunction, economic
damage and cyber security to be jeopardised. In order to contribute to individuals,
institutions and organisations, our thesis aims to protect information systems against
network threats, to ensure data confidentiality, integrity and accessibility, to detect
network threats in advance and to take measures against these threats. We believe that
by analysing heterogeneous network traffic, which includes most network attacks on the
Internet, and using machine learning algorithms, we will reach a result close to reality
in the detection of network threats. In line with this result, we will be able to take
precautions against network threats in information systems and structures
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Bilgi teknolojileri ilerledikge bilgiye erisim imkanlar1 artmakta ve dolayisiyla da
bilginin giivenliginin saglanmasi zorlagsmaktadir. Giiniimiizde bilisim sistemlerinin
hayatin her alaninda kullanilmaya baslanmasi ile birlikte ag tehditleri de artmustir.
Bireysel olarak internete erisimin ve internet kullaniminin artmasi ag tehditlerini de
beraberinde getirmistir. Ayrica bilisim teknolojilerindeki son gelismeler, gelisen global
iletisim aglari, tiim nesnelerin aglarla birbirine baglanmasimi hedefleyen nesnelerin
interneti, bulut teknolojileri, mobil internetin yayginlasmasi ve cihazlarin yenilenmesi
ile birlikte ag tehditleri ve belirsizlikleri de beraberinde getirmistir. Ag tehditleri
bireyleri, kurumlarin bilgi ve iletisim sistemlerinde giivenlik zafiyetlerini her gecen giin
arttirmaktadir. Bu durum sistemlerin c¢alismamasina, ekonomik zarara ve siber
giivenligin tehlikeye girmesine neden olmaktadir. Birey, kurum ve kuruluslara katki
saglamasi adina tez ¢alismamiz ag tehditlerine kars1 bilgi sistemlerini korumayi, veri
gizliligini, bitiinligini ve erisilebilirligini giivence altina almayi, ag tehditlerini
onceden tespit etmeyi ve bu tehditlere karst onlem almay1 hedeflemektedir. Internet
iizerindeki ¢ogu ag saldirilarini igeren heterojen ag trafigini analiz ederek ve makine
6grenmesi algoritmalarini kullanarak ag tehditlerinin tespitinde ger¢ege yakin bir sonuca
ulasacagimiza inaniyoruz. Bu sonu¢ dogrultusunda bilisim sistem ve yapilarinda ag
tehditlerine kars1 dnlemler almay: saglayacagin diistinmekteyiz.
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